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OnpepeneHuna

= Linux Containers (LXC = LinuX Containers)
— JlerkoBecCHble BUPTYaibHble MaLUUHDbI
— PeanusoBaHoO cpeacTtBamm coBpemeHHoro agpa Linux
— VMs 6e3 runepsusopa

* KoHmelHep 011
— (Linux) OnepaunoHHOM cUCTEMDI
— O[HOro UK HECKONIbKUX MPUNOKEHUMN

= | XC KaK TexHonorua # LXC “tools”



’Mnepsu3opbl NpoTuB Linux KOHTetHepoB

KoHTeitHepbl pa3aenatoT pecypcbl XOCTOBOM ONepaLMOHHON CUCTEMbI, Chea0BaTe/IbHO
OHM NerkoBecHble, HO UMEIOT OA4UHAKOBYIO BEPCUIO A4pa.

KoHTeliHepbl U3onnpoBaHHbIe,
HO pPa3aenaoT A4Po U
Tpebyemble mogynu xocrosoii OC
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Ctek TexHonoruum LXC

O GEAR" |EEEEH Orchestration & Management

Linux Container Commoditization

User Space

Linux Container Tooling

GLIBC / Pseudo FS / User Space Tools & Libs

System Call Interface

Kernel

Kernel Space
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lpynnbl ynpaBaeHua Linux(cgroups)

" MMpobnema

— KaK MOYXHO KOHTPOAMPOBAaTb U aHAaIM3UPOBATb BbINOJIHEHUE
3agay(npoueccos)?

= PewweHne=> rpynnbl ynpasneHusa (cgroups)

_—
— JlocTyn K yCTPOMCTBaM

— OrpaHM4YeHnA pecypcos ﬁ
— I
puopuTeTbl [

— MpuBA3ska
— YnpasneHue

— BnoX»eHHoOCTH



Moacucrema Linux cgroup

KoHTponupyembie napameTpbl

- OrpaHuyeHue AocTyna K yCTponcTBam BBoAa/BbiBoda. [pynna Ha yCTPOMCTBO.
- OrpaHunyeHua ana 610YHbIX YCTPOMCTB Kak Ha Koanyectso |0 onepaunii, Tak U Ha
Konnyectso |0 onepaumin 3a cekyHAy.

- JIumntnpyeT npoueccopHoe BpeMs(MUKPOCEKYHAbI NN CEKYHAbI) ANA TPYNnbl
NpPOLLeCccoB.

- JIumut Ha Bpema Ha ogHom CPU.

- MNMony4vyeHmne NpoLECCOPHOro BpemMeHM NPONOPLMOHANBHO NPUOPUTETY.

- Hoctyn K rpynne CPUs.
- Bo3amokHOCTb MurpmnpoBatb mexxay obnactamum O3Y.
- BbnokMpoBKKM goCTyNa K NAaMATH, NPUOPUTETHI U TA.

- OnpeaensieT K KAKMM YCTPOMCTBAM eCTb A0CTY.
- MNpuocTtaHaBMBaeT/Bo306HOBASET PaboTbI rPYMNMbl NPOLECCOB.

- Iumnt namatm ana rpynnbi(s 6anTax).
- MoaKayka, KOHTPOAb NAMATU U TA,

- Jlumut ncnonb3osaHunAa hugeTLB cTpaHul.
- KoHTponb ncnonbsoaHua hugeTLB rpynnoi.

- PaspeneHune naketos no id cetu.
- MpuopuTeT Ana NakeToB rpynnobl.

- MpunopuTeT Ha CeTeBYIO aKTUBHOCTb Ha MHTEpPENC.




UHTepdenc ncesgodannosoin cuctemol Linux cgroups

= NMceBao ¢c Linux - uHtepdeunc gna cgroups
— [AnpeKTopua Ha KaxKAay noacucrtemy cgroup
YreHue / 3anucb B paitn B AUpEKTOpUM CBOei rpynnbl

/sys/fs/cgroup/my-1xc

|-- blkio.io_merged

| -- blkio.io_queued

| -- blkio.io_service_bytes
| -- blkio.io_serviced

|-- blkio.io_service_time
|-- blkio.io_wait_time

| -- blkio.reset_stats

|-- blkio.sectors echo "8:16 1048576° >

| -- blkio.throttle.io_service_bytes blkio.throttle.read_bps_device
| -- blkio.throttle.io_serviced

| -- blkio.throttle.read_bps_device
| -- blkio.throttle.read_iops_device
| -- blkio.throttle.write_bps_device
| -- blkio.throttle.write_iops_device
| -- blkio.time

| -- blkio.weight

| -- blkio.weight device

| -- cgroup.clone_children

| -- cgroup.event_control

| -- cgroup.procs

| -- notify_on_release

| -- release_agent

-- tasks

cat blkio.weight_device
dev weight

8:1 200

8:16 500

-- perf event



Crpykrypa ®C Linux cgroups

/sys/fs/cgroup/

blkio

I

|--

[--

|--

[--

|-

|--

[--

|-- blkio
|-- blkio
|-- blkio
|-- blkio
|-- blkio
|-- blkio
|-- blkio
|-- blkio
|-- blkio
|-

[--

[--

|--

[--
I

Ixc

- tasks

- 1xc

——— e t')

- tasks

-- blkio.

io_merged

.io_gueued
blkio.
blkio.
blkio.
blkio.
blkio.
blkio.
.throttle.io_service_bytes
.throttle.io_serviced
.throttle.read bps_device
.throttle.read iops device
.throttle.write bps device
.throttle.write iops device
.time

.weight

.weight device
cgroup.clone_children
cgroup.event control
cgroup.procs

io_service_bytes
io_serviced

io service time
io wait time
reset_stats
sectors

notify on_release
release_agent

- cgroup.clone_children
- cgroup.event_control
- cgroup.procs
- cpu.cfs_period us
- cpu.cfs_quota us
- cpu.rt_period us
- cpu.rt_runtime_us
- cpu.shares
- cpu.stat

- notify on_release
- release_agent

cpuacct

|-- cgroup.clone children

|-- cgroup.event_control

|-- cgroup.procs

|-- cpuacct.stat

|-- cpuacct.usage

|-- cpuacct.usage_percpu

|-- 1xe

|-- notify on release

|-- release_agent

-- tasks

cpuset

|-- cgroup.clone children

|-~ cgroup.event_control

|-- cgroup.procs

|-- cpuset.cpu_exclusive

|-- cpuset.cpus

|-- cpuset.mem _exclusive

|-- cpuset.mem_hardwall

|-- cpuset.memory migrate

|-- cpuset.memory pressure
|-- cpuset.memory pressure enabled
|-- cpuset.memory_spread_page
|-- cpuset.memory spread slab
|-- cpuset.mems

|-~ cpuset.sched load balance
|-- cpuset.sched relax domain_level
|-- 1xe

|-- notify on release

|-- release_agent

-- tasks

evices

cgroup.clone children
cgroup.event_control
cgroup.procs
devices.allow
devices.deny
devices.list

Ixc

notify_on_release
release_agent

tasks

- cgroup.clone_children
- cgroup.event_control
- CEroup.procs

- Ixc

- notify on release

- release_agent

- tasks

hugetlb

-- cgroup.clone children

- cgroup.event_control

- Cgroup.procs

- hugetlb.2MB,failcnt

- hugetlb.2MB.1imit_in bytes

- hugetlb.2MB.max_usage_in_bytes
- hugetlb.2MB.usage_in bytes

- Ixc

- notify on_release

- release agent

- tasks

- cgroup.clone_children

- cgroup.event control

- Cgroup.procs

- Ixe

- memory,failcnt

- memory.force_empty

- memory.limit_in bytes

- memory.max_usage _in_bytes

- memory.memsw.failcnt

- memory.memsw.limit in_bytes
- memory.memsw.max_usage in bytes
- memory.memsw.usage_in_bytes
- memory.move charge_at immigrate
- memory.numa_stat

- memory,oom_control

- memory.soft limit in bytes
- memory,stat

- memory.swappiness

- memory.usage_in bytes

- memory.use_hierarchy

- notify on_release

- release_agent

tasks

B cgroup subsystem mounts
» Root of cgroup subsystem for a
given cgroup controller
» All cgroupinstances are
children of root
= All processes initially in tasks

B cgroup instance

* [Individual cgroup instance

» Contains a full set of pseudo
files for the subsystem

» Hierarchical controls
influenced by parent

» [ndividual processes added to
tasks pseudo file

User space management

= Cgroup interface is the pseudo FS itself

» Read counter files to obtain metrics
(cat, head, etc.)

= Write values into control files

-~ perf_event

|-- cgroup.clone children
|-- cgroup.event_control
|-- cgroup.pracs
|-- 1xc
|-- notify on_release
| release agent

- tasks



KaK ctpoutca KoHTeuep?

blkio

|-- aas

|- my-Lxc

I [ 1-- ---

| | T-- tasks

cpu

|-- ...

|- my-lxc

1 | 1-- ...

| | T-- tasks

cpuac ct

|-- ...

|- my-Lxc
|-- ...

| | T-- tasks

cpuset

|-- aas

|-+ my-Lxc
|-- -..

| | T-- tasks

devices

| -4 my-Lxc

1 | 1-- ---

| | T-- tasks

freezer

|-- ...

|- my-Lxc

I | 1-- ..

| | T-- tasks

hugetlb

|-- aas

|- my-Lxc

I [ 1-- ---

| | T-- tasks

MEmory

|-- ...

| == my-1xc

I [ 1-- ---

| T-- tasks

perf_event

|-- aau

|-+ my-Lxc

I I--




pocTpaHcTBa UMeH

" MMpobnema

— Kak npeaoctaBuUTb U30/1MPOBAHHOE NpeAacTaBieHue rMmobanbHbIX
pecypcos 3agadyam(npoueccam)

* PewweHne=> NPOCTPaHCTBa MMEH

\
— MNT,; TO4KM MOHTMPOBAHMUA,
dannoBble CUCTEMDI U TA.

— PID; npoueccsbl
— NET; mapuwpyTtnsauma n ta,..
— IPC; System V IPC

— UTS; xocToBOE M AOMEHHOE
NMS

— USER; UID n GID
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MpocTpaHcTBa MMeH Linux - KoHuenuus

MNT NS

/

/proc
/mnt/fsrd
/mnt/fsrw
/mnt/cdrom
/run2

MNT NS

/

/proc
/mnt/purplenfs
/mnt/fsrw
/mnt/cdrom

MNT NS

/

/proc
/mnt/cdrom
/bluens

UTS NS

globalhost
rootns.com

UTS NS

purplehost
purplens.com

UTS NS

bluehost
bluens.com

global (i.e. root) namespace

PID NS

PID COMMAND
1 /sbin/init
2 [kthreadd]
3 [ksoftirqd]
[cpuset]
/sbin/udevd
/bin/sh
/bin/bash

No v b

IPC NS
SHMID OWNER
32452 root

43321 boden
SEMID OWNER
0 root

1 Boden

MSQID  OWNER

purple namespace

PID NS
PID COMMAND
1 /bin/bash
2 /bin/vim

PID NS
PID COMMAND
1 /bin/bash
2 python
3 node

IPC NS

SHMID  OWNER

SEMID OWNER
0 root

MSQID  OWNER

namespace

IPC NS

SHMID  OWNER
SEMID  OWNER

MSQID  OWNER

NET NS

lo: UNKNOWN...
etho: UP..
ethl: UP..
bro: UP..

appl IP:5000
app2 IP:6000
app3 IP:7000

NET NS

lo: UNKNOWN...
etho: UP..

appl IP:1000
app2 IP:7000

NET NS
lo: UNKNOWN...
etho: DOWN..
ethl: UP

appl IP:7000
app2 IP:9000

USER NS

root 0:0

ntp 104:109
mysql 105:110
boden 106:111

USER NS

root 0:0
app 106:111

USER NS

root 0:0
app 104:109
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Linux npoctpaHcTBa umeH & cgroups: [1oCcTynHOCTb

namespaces
v v v ¥ v ¥ v
v v v v ¥ v
v v v v ¥ v
v v v ¥ v
MNetwaork v v ¥ v
User v '
CEroups
Initial support v v v v v
net_prio v v v
net_cls v v v
Blkio async If O v
Diswibution | Kemel  fMNoes
Ubuntu 12.04.02 (LTS) 3.5.0-23.35
Ubuntu 13.10 3.11 User namespace disabled
RHEL 6.4 2.6.32
3amerTtKa: Nonb3oBaTtenbcKkue
NPOCTPaHCTBa UMEH RHEL7 (2014) 3.7
nogaepxusatorca B agpe 3.8+, HO 3.2 User namespace enabled but not fully supported
,qOCTpVIGyTMBbI He nnoaaep*XueatoT: Gentoo 20122112 3.6.8
- OtpaxeHue LXC UID/GID mexay
o Fedora 18 3.6.10
KOHTEMHEepPOM U XOCTOM
- Non-root LXC co3paHue 3.10.x User namespace enabled but not fully supported

Linux Mint 13 (LTS) 3.2.14
Mageia 3 (STS) 3.8.13
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KaK cTtpouTtca KoHTeuHep?

blkio

|-- ...

| - my-Lxc

I | 1-- --.

| | "-- tasks

cpu

[-- ...

| -- my-1xc

I |1 1-- ---

| | T-- tasks

cpuacct

[-- ...

|-+ my-1xc

I 1 1-- ---

| | "-- tasks

cpuset

|-- ...

|-+ my-lxc

I | 1-- ...

| | "-- tasks

devices

[-- ...

|-+ my-Ixc

I []-- ..

] -- tasks

freezer

[-- ...

- my_Ixc

I 1 1-- ---

| | T-- tasks

hugetlb

|-- ...

|- my-Lxc

| == ooe

| | T-- tasks

memory

|-- ...

|- my-1xc

I EE

] -- tasks

pert_event

[-- ...

|-+ my-1xc
|-- ...

| | "-- tasks

13



Linux chroot & pivot_root

" Ucnonb3oBaHue pivot_ root nepekpbiBaer ucnonbsosaHue chroot
= Touyka npuBA3KKM pivot root crtaHoButCca HoBou OC

root chroot pivot_root
/ |nx parent)
-- bin Root FS
| |-- bash
| I-- ...
|-- boot
| I--
|-- dew
| I-- / /
== J= i -- bin
| - - | - .- | I-- .
|-- home |-- boot |-- boot
| - .. [ |-~ .. 1 o= ac
|-- lib |-~ dewv |-- dew
|- ... | |- | |-
|-- libea |-- etc |-- etc
| I-- ... | 1-- ... | I-- ..
|-- lost+found |-- home |-- home
| I - | |- | I-- .
|-- media |-- lib |-- lib
| I - | |- | I--
T - -
|__

14



KaK cTtpouTtca KoHTeuHep?

|-- ...

|- my-lxc

I [1-- ---

| | T-- tasks

|-- ...

|- my-lxc
|-- ...

| | T-- tasks

cpuacct

| - s
| | T-- tasks
cpuset

|-- ...

|- my-lxc

| [1-- ..

| | T-- tasks

devices

|- my-Txc

I | ]-- ---

| T-- tasks
freezer

I-- my-Lxc

I | I-- -.-

| | T-- tasks
huget1b

|-- ...

| -- my-lxc

I | 1-- ...

| | T-- tasks
memory

|- e

I | 1]-- ---

| 7-- tasks
perf_event
[-- ...

|-+ my-Lxc

I |1
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be3onacHoctb cucrtembl Linux & MAC

= Linux Security Modules (LSM) — moaynu agpa, npeagocrasasatowme MIAC

= MAC vs DAC

— B MAC, AamuHuctpatop(nonb3oBaTte/sib AU NpoLecc) npeaocTaBaseT JocTyn
06beKTy/uHnymnaTopy

— B DAC, Bnapgeney, pecypca npeaocrtaBaseT N0OIHOMOUYUA npoueccy
= CywecTByeTt nogaepkKa LSM, skntouasa: AppArmor, SELinux, GRSEC, etc.

Permissions / DAC LSM / MAC

User 05 or policy admin

™

;. )

Resource m Resource Resource
Resource Resource Resource Resource Resource

Hst

=

Resource Resourc Resource Resource Resource

Resource Resource Resource Resource Resource
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Bo3amo)HocTu Linux

* MpuBuaern npouecca onpeaenatoTca N
apabinties
CUCTEMHbIMMU BbI30BaMM CAP_AUDIT_CONTROL

= MoxKeT 6bITb NpuBA3aH K LXC npoueccy(am)

CA F‘_D:-’-'-: C_READ SEARCH
CAP_FOWMER
CAP_FSETID
Cap _IPC_LOCK
Privileged procs Unprivileged procs
(EUID = 0O) (EUID = O)

CAP_LINLX_IMMUTABLE
CAP_MENOD
CAP_MNET_ADMIN
CAP_MNET_BIMD_SERVICE
CAP_MNET BROADCAST

CAP_MET_RAW
CAP_SETGID
CAP_SETPCAP
CAP_SETUID

user space ¥S_ADMIN
""""""""""""""""""""""" ¥S_CHROOT
S il ¥S_MODULE
ys ca ;
interface VS_PTRAC
| YS_RAWIO
""""""""""""""""""""""""""""" ¥S_RESOURCE
v Kernel space v

17



Apyrue mepbl 6e3onacHocTH

* CoKpawieHue obuwero gocryna K ®C c ucnonbsoBaHuem NPUBA3OK
MOHTUPOBAHUA

= Linux seccomp

* OrpaHMYUTb CUCTEMHbDIE BbI30BbI

= O6HOBAATb AApPO Linux

" NMonb3oBaTenbCKUe NPOCTPAHCTBA MMeH B 3.8+ agpax

= 3anycK KOHTEMHEPOB B KauecTse nosib3osartensa 6e3 nonHoMmouum
root

= OtobpaxeHue UID / GID B KOHTeilHepe



KaK cTtpouTtca KoHTeuHep?

blkio

|__

| - my-Ixc
I |l-- -

| == tasks
cpu

|-- ...

| -4 my-Ixc
| | I-- .-

| | T-- tasks
cpuacct
l-- .

|-~ my-1xc
I | 1= .

| == tasks
cpuset

l-- .
I——Iylxc
I|I--.

| [ ©-- tasks
devices
|__
I——-rlxc
{1

| == tasks
freezer
|__

|-~ my-1xc
| 1-- -

| L°-- tasks
hugetlb
|__
I——Iylxc
Il-- .

| | -- tasks
memory

l-- .

| - my-1xc
(] -

| == tasks
perf_event
|-- ...

|-+ my-Lxc
I |-

I‘ "o~ tasks
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LXC NponpentapHblieé MHCTPYMEHTbI

Virtuozzo OpenVZ Linux Libvirt-Ixc Lxc (tools) Imctfy
VServer

Summary Commerical Custom A set of Libvirt support Lib + set of user Similar to LXC, Commoditizatio
product Kernel kernel for LXC via spaces tools management but provides n of LXC adding
using providing patches cgroups and /bindings for tooling used by more intent support for
OpenVZ well providing namespaces. LXC. CF. based focus. images, build
under the seasoned LXC. Not files, etc.
hood LXC support based on

cgroups or
namespaces.

Part of No No Partial Yes Yes Yes Yes, but Yes

upstream additional

Kernel? patches needed

for specific
features.

License Commercial GNU GPL v2 GNU GPL v2 GNU LGPL GNU LGPL Apache v2 Apache v2 Apache v2

APIs / - CL - CL - CL - Python - GO

Bindings - APl - C - C - Lua -  REST

- Python - GO - cu

- Java - CL - Python

- CH - Other 3™
- PHP party libs

Managem Virtuozzo Virtuozzo - OpenStack - LXCweb - OpenStack

ent plane/ Parrallels Parrallels + - Archipel panel - Shipyard

Dashboard others - Virt- - Lexy - Docker Ul

Manager



focteBana OC: KaK Ha Xene3HOM cepBepe

= O6blyHbIN LXC TecTUpoBaHUe UCNONb30BaHUA NAMATU
KOHTEeMNHep Aaer
npon3soaunUTeNbHOCTb
KaK U peanbHblii cepeep

14000

12000

10000

8000

MiB/s

M Bare Metal (MiB/s)
6000

® docker (MiB/s)
4000

B KVM (MiB/s)

2000 -

0 .
MEMCPY DUMB MCBLOCK
Memory Test

linpack performance @ 45000

250

200

150

5° HH
S e A ey e e S e > e D P %&
vcpus / \

220.9 220.77

@ 31 vcpu 2205 Bare metal 21
@32 vcpu

GFlops




LXC Utorun

" np0VI3BOp,VITe.I1bHOCTb KaK U Ha TOJZ1IOM »KeJse3e
" EbICprle BbluMCNAEeHUA B 0ba1aKe

* CHUXXeHue noTtpebneHunsa pecypcos (CPU, MEM) Ha
BbIYMC/IUTENIBHOM Yy3N€



LXC HeaocTaTKun

Ecmb HecKosnbKo Hedo4yemoa...

= OTCYTCTBME MHCTPYMEHTOB U NoAAepPKKN ANa Kopnopauui

= ¥uBaa murpauma no-npexHemy octaeTca He3aBepLUeHHOM

= MNonHasa opKecTpoBKa mexay pecypcamm (BbluncneHme / xpaHeHue / cetb)
= OnaceHus no nosoay 6e3onacHocTH

" He u3BecTHaA TEXHONOrNMUA ... NOKa

* MHTerpauma c cywecTeylowei BUpTyanmsaumem n obnauHbim
OCHAaLLeHUem

®= He TaK MHOro ctraHaapToB
= OtcyrcTByeT Habop HaBbIKOB
"= UT.N.



Ucnonb3oBaHHaA anteparypa

= http://www.slideshare.net/BodenRussell/realizing-linux-containerslixc

= http://bodenr.blogspot.com/2014/05/kvm-and-docker-Ixc-benchmarking-
with.html

= https://www.docker.io/

= http://sysbench.sourceforge.net/

= http://dag.wiee.rs/home-made/dstat/

= http://www.openstack.org/

= https://wiki.openstack.org/wiki/Rally

= https://wiki.openstack.org/wiki/Docker

= http://devstack.org/

= http://www.linux-kvm.org/page/Main_Page
= https://github.com/stackforge/nova-docker
= https://github.com/dotcloud/docker-registry
= http://www.netperf.org/netperf/

= http://www.tokutek.com/products/iibench/
= http://www.brendangregg.com/activebenchmarking.html
= http://wiki.openvz.org/Performance



http://www.slideshare.net/BodenRussell/realizing-linux-containerslxc
http://www.slideshare.net/BodenRussell/realizing-linux-containerslxc
http://www.slideshare.net/BodenRussell/realizing-linux-containerslxc
http://www.slideshare.net/BodenRussell/realizing-linux-containerslxc
http://www.slideshare.net/BodenRussell/realizing-linux-containerslxc
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
https://www.docker.io/
http://sysbench.sourceforge.net/
http://sysbench.sourceforge.net/
http://dag.wiee.rs/home-made/dstat/
http://dag.wiee.rs/home-made/dstat/
http://dag.wiee.rs/home-made/dstat/
http://dag.wiee.rs/home-made/dstat/
http://www.openstack.org/
http://www.openstack.org/
https://wiki.openstack.org/wiki/Rally
https://wiki.openstack.org/wiki/Rally
https://wiki.openstack.org/wiki/Docker
https://wiki.openstack.org/wiki/Docker
http://devstack.org/
http://devstack.org/
http://www.linux-kvm.org/page/Main_Page
http://www.linux-kvm.org/page/Main_Page
http://www.linux-kvm.org/page/Main_Page
http://www.linux-kvm.org/page/Main_Page
https://github.com/stackforge/nova-docker
https://github.com/stackforge/nova-docker
https://github.com/stackforge/nova-docker
https://github.com/stackforge/nova-docker
https://github.com/dotcloud/docker-registry
https://github.com/dotcloud/docker-registry
https://github.com/dotcloud/docker-registry
https://github.com/dotcloud/docker-registry
http://www.netperf.org/netperf/
http://www.netperf.org/netperf/
http://www.tokutek.com/products/iibench/
http://www.tokutek.com/products/iibench/
http://www.brendangregg.com/activebenchmarking.html
http://www.brendangregg.com/activebenchmarking.html
http://wiki.openvz.org/Performance
http://wiki.openvz.org/Performance

