
Exam questions on the subject  

“Protection of Infocommunication Objects from Unauthorized Access” 

 

1. Information. Forms of information presentation. Types of information. 

2. Unmasking signs. 

3. Classification of information security threats. 

4. Ways of access to sources of information. 

5. Classification of methods of engineering and technical protection 

of information. 

6. Engineering barriers. 

7. Engineering protection of doorways of buildings and entrance gates of the 

facility. 

8. Engineering protection of window openings of the object's buildings. 

9. Technical means of protection. 

10. The structure and classification of control systems and access control. 

11. Autonomous control systems and access control. 

12. Network access control and management systems. 

13. Controlled blocking devices. 

14. The structure of the fire alarm system. 

15. Fire detectors. 

16. Fire alarm control devices. 

17. Fire alarm actuators. 

18. Video surveillance systems. 

19. Principles of organizing and conducting technical intelligence. 

20. Methods of countering technical means of reconnaissance. 

21. Parameters of the speech signal. 

22. Speech intelligibility. 

23. Soundproofing. 

24. Acoustic masking. 

25. Interception and protection of information in telephone communication 

channels. 

26. Features of the formation of the channel of spurious electromagnetic 

radiation and interference. 


